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Glossary of Acronyms, Terms, and
Abbreviations

ABC - Approved Budget for the Contract.
BAC - Bids and Awards Committee.

Bid - A signed offer or proposal to undertake a contract submitted by a bidder in
response to and in consonance with the requirements of the bidding documents. Also
referred to as Proposal and Tender. (2016 revised IRR, Section 5[c])

Bidder - Refers to a contractor, manufacturer, supplier, distributor and/or consultant
who submits a bid in response to the requirements of the Bidding Documents. (2016
revised IRR, Section 5[d])

Bidding Documents - The documents issued by the Procuring Entity as the bases for
bids, furnishing all information necessary for a prospective bidder to prepare a bid for
the Goods, Infrastructure Projects, and/or Consulting Services required by the
Procuring Entity. (2016 revised IRR, Section 5[e])

BIR - Bureau of Internal Revenue.
BSP - Bangko Sentral ng Pilipinas.

Consulting Services - Refer to services for Infrastructure Projects and other types of
projects or activities of the GOP requiring adequate external technical and professional
expertise that are beyond the capability and/or capacity of the GOP to undertake such
as, but not limited to: (i) advisory and review services; (ii) pre-investment or feasibility
studies; (iii) design; (iv) construction supervision; (v) management and related
services; and (vi) other technical services or special studies. (2016 revised IRR, Section

5[i])

CDA - Cooperative Development Authority.

Contract - Refers to the agreement entered into between the Procuring Entity and the
Supplier or Manufacturer or Distributor or Service Provider for procurement of Goods
and Services; Contractor for Procurement of Infrastructure Projects; or Consultant or
Consulting Firm for Procurement of Consulting Services; as the case may be, as recorded
in the Contract Form signed by the parties, including all attachments and appendices
thereto and all documents incorporated by reference therein.

CIF - Cost Insurance and Freight.

CIP - Carriage and Insurance Paid.

CPI - Consumer Price Index.

DDP - Refers to the quoted price of the Goods, which means “delivered duty paid.”
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DTI - Department of Trade and Industry.
EXW - Ex works.

FCA - “Free Carrier” shipping point.

FOB - “Free on Board” shipping point.

Foreign-funded Procurement or Foreign-Assisted Project- Refers to procurement
whose funding source is from a foreign government, foreign or international financing
institution as specified in the Treaty or International or Executive Agreement. (2016
revised IRR, Section 5[b]).

Framework Agreement - Refers to a written agreement between a procuring entity
and a supplier or service provider that identifies the terms and conditions, under which
specific purchases, otherwise known as “Call-Offs,” are made for the duration of the
agreement. It is in the nature of an option contract between the procuring entity and the
bidder(s) granting the procuring entity the option to either place an order for any of the
goods or services identified in the Framework Agreement List or not buy at all, within a
minimum period of one (1) year to a maximum period of three (3) years. (GPPB
Resolution No. 27-2019)

GFI - Government Financial Institution.
GOCC - Government-owned and/or —controlled corporation.

Goods - Refer to all items, supplies, materials and general support services, except
Consulting Services and Infrastructure Projects, which may be needed in the transaction
of public businesses or in the pursuit of any government undertaking, project or
activity, whether in the nature of equipment, furniture, stationery, materials for
construction, or personal property of any kind, including non-personal or contractual
services such as the repair and maintenance of equipment and furniture, as well as
trucking, hauling, janitorial, security, and related or analogous services, as well as
procurement of materials and supplies provided by the Procuring Entity for such
services. The term “related” or “analogous services” shall include, but is not limited to,
lease or purchase of office space, media advertisements, health maintenance services,
and other services essential to the operation of the Procuring Entity. (2016 revised IRR,
Section 5][r])

GOP - Government of the Philippines.

GPPB - Government Procurement Policy Board.

INCOTERMS - International Commercial Terms.

Infrastructure Projects - Include the construction, improvement, rehabilitation,
demolition, repair, restoration or maintenance of roads and bridges, railways, airports,
seaports, communication facilities, civil works components of information technology

projects, irrigation, flood control and drainage, water supply, sanitation, sewerage and
solid waste management systems, shore protection, energy/power and electrification



facilities, national buildings, school buildings, hospital buildings, and other related
construction projects of the government. Also referred to as civil works or works. (2016
revised IRR, Section 5[u])

LGUs - Local Government Units.

NFCC - Net Financial Contracting Capacity.

NGA - National Government Agency.

PhilGEPS - Philippine Government Electronic Procurement System.

Procurement Project - refers to a specific or identified procurement covering goods,
infrastructure project or consulting services. A Procurement Project shall be described,
detailed, and scheduled in the Project Procurement Management Plan prepared by the
agency which shall be consolidated in the procuring entity's Annual Procurement Plan.
(GPPB Circular No. 06-2019 dated 17 July 2019)

PSA - Philippine Statistics Authority.

SEC - Securities and Exchange Commission.

SLCC - Single Largest Completed Contract.

Supplier - refers to a citizen, or any corporate body or commercial company duly
organized and registered under the laws where it is established, habitually established
in business and engaged in the manufacture or sale of the merchandise or performance
of the general services covered by his bid. (Item 3.8 of GPPB Resolution No. 13-2019,
dated 23 May 2019). Supplier as used in these Bidding Documents may likewise refer to

a distributor, manufacturer, contractor, or consultant.

UN - United Nations.
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Republic of the Phlllppmes
Department of Agriculture
Bureau of Fisheries and Aquatic Resources

BIDS AND AWARDS COMMITTEE OFFICE
2 /F Fisheries Building Complex, Bureau of Plant Industry Compound, Visayas Avenue, Diliman, Quezon City, Philippines 1101
Website: www.bfar.da.gov.ph E-mail: bac.eps@bfar.da.gov.ph Tel. No.: (02) 332 4661

INVITATION TO BID FOR:
Bid Reference No. 2023 - 33

“SUPPLY AND DELIVERY OF PERIMETER FIREWALL LICENSES
AND PERIPHERALS AND ENDPOINT SOLUTION FOR BFAR
REGIONS AND CENTRAL OFFICE”

1. The Department of Agriculture - Bureau of Fisheries and Aquatic Resources (DA-
BFAR), through the General Appropriations Act for 2023 intends to apply the
sums of Nine Million Six Hundred Seventy-Two Thousand Two Pesos (PhP9,
672,002.00) being the ABC to payments under the contract for Bid Reference
No. 2023 - 33 entitled “SUPPLY AND DELIVERY OF PERIMETER FIREWALL
LICENSES AND PERIPHERALS AND ENDPOINT SOLUTION FOR BFAR
REGIONS AND CENTRAL OFFICE”. Bids received in excess of the ABC shall be
automatically rejected at bid opening.

Bu‘tlpzlt.(;(‘:: (tihe Bidding
PR No. Lot No. Description Cﬁn tract Documents
Fee (PhP)

(ABC) (PhP)

“Supply and Delivery of
Perimeter Firewall Licenses

and Peripherals of BFAR 8,215,002.00 8,000.00
Regions and Central Office”
“Supply and Delivery of End
2 Point Solution for BFAR 1,457,000.00 1,000.00
Central Office”

23-06-
752

TOTAL | 9,672,002.00 | 9,000.00

2. The DA - BFAR, now invites bids for the above Procurement Project. Delivery of
the Goods is required within the period stated in the Section VI - Schedule of
Requirements. Bidders should have completed a similar contracts/projects
equivalent to fifty percent (50%) of the ABC within five (5) years for Lot 1 and
twenty-five percent (25%) of the ABC within five (5) years for Lot 2 from the
date of submission and receipt of bids. The description of an eligible bidder is
contained in the Bidding Documents, particularly, in Section II (Instructions to
Bidders).

3. Bidding will be conducted through open competitive bidding procedures using a
non-discretionary “pass/fail” criterion as specified in the 2016 revised
Implementing Rules and Regulations (IRR) of Republic Act (RA) No. 9184.


http://www.bfar.da.gov.ph/
mailto:bac.eps@bfar.da.gov.ph

Bidding is restricted to Filipino citizens/sole proprietorships, partnerships, or
organizations with at least sixty percent (60%) interest or outstanding capital
stock belonging to citizens of the Philippines, and to citizens or organizations of
a country the laws or regulations of which grant similar rights or privileges to
Filipino citizens, pursuant to RA No. 5183.

4. Interested bidders may obtain further information from DA - BFAR Bids and
Awards Committee (BAC) Secretariat and inspect the Bidding Documents at
the address given below from 8:00 AM to 5:00 PM, Monday to Friday.

5. A complete set of Bidding Documents may be acquired by interested bidders at
2/F, BAC Office, Fisheries Building Complex, BPI Compound, Brgy. Vasra,
Visayas Ave., Quezon City and/or through electronic means and upon payment
of a non-refundable fee for the Bidding Documents, pursuant to the latest
Guidelines issued by the GPPB, in the amount stated above. The DA-BFAR shall
allow the bidder to present its proof of payment for the fees in person, or
through electronic means.

6. The DA - BFAR will hold a Pre-Bid Conference! through
videoconferencing/webcasting via “Zoom” application, which shall be open to
interested bidders who have successfully completed registration one (1) calendar
day prior to the Pre-bid Conference wusing Google Form
https://docs.google.com/forms/d/e/1FAIpQLScDdch1lIxLiAL4STMNFe03wGhW
ZclVKPVfqVhhb]tWqgf1XsQ/viewform?usp=pp url and in accordance with the
“Annex A, Bidder’s Kit - I".

The Schedule of Procurement Activities are:

PROCUREMENT
ACTIVITIES DATE TIME VENUE
. BFAR-BAC OFFICE
AVAILABILITY OF , osjﬁruznogzg 8'OSOAM 2/F, Fisheries Bldg. Complex,
BID DOCUMENT y BPI Compound, Brgy. Vasra,
(Thursday) 5:00 PM . .
Visayas Avenue, Quezon City
PRE-BID 27 July 2023 ) .
CONFERENCE (Thursday) 10:00 AM via ZOOM
DEADLINE OF BFAR-BAC OFFICE
8 August 2023 2/F, Fisheries Bldg. Complex,
SUBMISSION AND 9:30 AM
(Tuesday) BPI Compound, Brgy. Vasra,
RECEIPT OF BIDS . .
Visayas Avenue, Quezon City
DATE OF 8 August 2023 ) :
OPENING OF BIDS (Tuesday) 10:00 AM viaZOOM

7. Bids must be duly received by the BAC Secretariat through, the options given
below and as indicated in ITB Clause 15 of this bidding documents, on or before
8 August 2023 (Tuesday) at 9:30 A.M Late bids shall not be accepted:

1
May be deleted in case the ABC is less than One Million Pesos (PhP1,000,000) where the Procuring Entity may not hold a
pre-bid conference.


https://docs.google.com/forms/d/e/1FAIpQLScDdch1lIxLiAL4STMNFe03wGhWZclVKPVfqVhhbJtWqf1XsQ/viewform?usp=pp_url
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10.

11.

12.

a. manual submission at the office address : 2/F - BAC Office, Fisheries
Building Complex, BPI Compound, Visayas Avenue, Diliman, Quezon City;

or

b. Both manual and online or electronic submission at
bac.eps@bfar.da.gov.ph Please see BFAR-BAC Online bidding procedure.

All bids must be accompanied by a bid security in any of the acceptable forms
and in the amount stated in ITB Clause 16.

Bid opening shall be through video conferencing or webcasting via “Zoom”
application. Bids will be opened in the presence of the bidders’ representatives
who choose to attend the activity and in accordance with the BFAR - BAC
procedure for online bidding as stated in the “Annex A, Bidder’s kit VII”.

The DA - BFAR reserves the right to reject any and all bids, declare a failure of
bidding, or not award the contract at any time prior to contract award in
accordance with Sections 35.6 and 41 of the 2016 revised Implementing Rules
and Regulations (IRR) of RA No. 9184, without thereby incurring any liability to
the affected bidder or bidders.

For further information, please refer to:

BFAR-BAC Secretariat

Address: 2/Floor, BFAR BAC Office, Fisheries Building Complex, BPI Compound,
Brgy. Vasra, Visayas Ave., Quezon City

Email: bac.eps@bfar.da.gov.ph

Telephone number: 0923-5643327

Website address: www.bfar.da.gov.ph

You may visit the following websites:

For downloading of Bidding Documents: www.bfar.da.gov.ph

Issued this 19t day of July 2023

Sgd.
ATTY. MICHAEL S. ANDAYOG
Chairperson, Bids and Awards Committee
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Section II. Instructions to Bidders



1. Scope of Bid

The Procuring Entity, Bureau of Fisheries and Aquatic Resources (BFAR) of the
Department of Agriculture wishes to receive Bids for the “SUPPLY AND
DELIVERY OF PERIMETER FIREWALL LICENSES AND PERIPHERALS AND
ENDPOINT SOLUTION FOR BFAR REGIONS AND CENTRAL OFFICE” with
identification number 2023 - 33.

The Procurement Project (referred to herein as “Project”) is composed of two
(2) lots, the details of which are described in Section VII (Technical
Specifications).

2. Funding Information

2.1. The GOP through the source of funding as indicated below for FY 2023 in
the amount of Nine Million Six Hundred Seventy-Two Thousand Two
Pesos (PhP9, 672,002.00).

2.2. The source of funding is General Appropriations Act FY 2023.
3. Bidding Requirements

The Bidding for the Project shall be governed by all the provisions of RA No.
9184 and its 2016 revised IRR, including its Generic Procurement Manuals and
associated policies, rules and regulations as the primary source thereof, while
the herein clauses shall serve as the secondary source thereof.

Any amendments made to the IRR and other GPPB issuances shall be applicable
only to the ongoing posting, advertisement, or IB by the BAC through the
issuance of a supplemental or bid bulletin.

The Bidder, by the act of submitting its Bid, shall be deemed to have verified and
accepted the general requirements of this Project, including other factors that
may affect the cost, duration and execution or implementation of the contract,
project, or work and examine all instructions, forms, terms, and project
requirements in the Bidding Documents.

4. Corrupt, Fraudulent, Collusive, and Coercive Practices

The Procuring Entity, as well as the Bidders and Suppliers, shall observe the
highest standard of ethics during the procurement and execution of the contract.
They or through an agent shall not engage in corrupt, fraudulent, collusive,
coercive, and obstructive practices defined under Annex “I” of the 2016 revised
IRR of RA No. 9184 or other integrity violations in competing for the Project.

5. Eligible Bidders

5.1. Only Bids of Bidders found to be legally, technically, and financially
capable will be evaluated.
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5.2. Foreign ownership limited to those allowed under the rules may
participate in this Project.

5.3. Pursuant to Section 23.4.1.3 of the 2016 revised IRR of RA N0.9184, the
Bidder shall have an SLCC that is at least one (1) contract similar to the
Project the value of which, adjusted to current prices using the PSA’s CP],
must be at least equivalent to:

a. For the procurement of Non-expendable Supplies and Services: The
Bidder must have completed a single contract that is similar to this
Project, equivalent to at least fifty percent (50%) of the ABC.

b. For the procurement of Expendable Supplies: The Bidder must have
completed a single contract that is similar to this Project, equivalent
to at least twenty-five percent (25%) of the ABC.

5.4. The Bidders shall comply with the eligibility criteria under Section 23.4.1
of the 2016 IRR of RA No. 9184.

6. Origin of Goods

There is no restriction on the origin of goods other than those prohibited by a
decision of the UN Security Council taken under Chapter VII of the Charter of the
UN, subject to Domestic Preference requirements under ITB Clause 18.

7. Subcontracts

7.1. The Bidder may subcontract portions of the Project to the extent allowed
by the Procuring Entity as stated herein, but in no case more than twenty
percent (20%) of the Project.

The Procuring Entity has prescribed that Subcontracting is not allowed.

8. Pre-Bid Conference

The Procuring Entity will hold a pre-bid conference for this Project on August 8,
2023, Tuesday at 10:00 AM through video conferencing or webcasting via
“Zoom” application which shall be open to prospective bidders who have
successfully completed registration one (1) calendar day prior to the Pre-bid
Conference using Google Form
https://docs.google.com/forms/d/e/1FAIpQLScDdch1lIXLiAL4STMNFe03wGhWZ
clVKPVfgVhhb]tWqf1XsQ/viewform?usp=pp urll and in accordance with the
“Annex A, Bidder’s Kit - I” as indicated in paragraph 6 of the IB.

9. C(larification and Amendment of Bidding Documents

Prospective bidders may request for clarification on and/or interpretation of any
part of the Bidding Documents. Such requests must be in writing and received
by the Procuring Entity, either at its given address or through electronic mail
indicated in the IB, at least ten (10) calendar days before the deadline set for the
submission and receipt of Bids.

11
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10. Documents comprising the Bid: Eligibility and Technical
Components

10.1.

10.2.

10.3.

The first envelope shall contain the eligibility and technical documents of
the Bid as specified in Section VIII (Checklist of Technical and
Financial Documents).

The Bidder’s SLCC as indicated in ITB Clause 5.3 should have been
completed within five (5) years both for Lot 1 and Lot 2 prior to the
deadline for the submission and receipt of bids.

If the eligibility requirements or statements, the bids, and all other
documents for submission to the BAC are in foreign language other than
English, it must be accompanied by a translation in English, which shall be
authenticated by the appropriate Philippine foreign service
establishment, post, or the equivalent office having jurisdiction over the
foreign bidder’s affairs in the Philippines. Similar to the required
authentication above, for Contracting Parties to the Apostille Convention,
only the translated documents shall be authenticated through an apostille
pursuant to GPPB Resolution No. 13-2019 dated 23 May 2019. The
English translation shall govern, for purposes of interpretation of the bid.

11. Documents comprising the Bid: Financial Component

11.1.

11.2.

11.3.

11.4.

The second bid envelope shall contain the financial documents for the Bid
as specified in Section VIII (Checklist of Technical and Financial
Documents).

If the Bidder claims preference as a Domestic Bidder or Domestic Entity, a
certification issued by DTI shall be provided by the Bidder in accordance
with Section 43.1.3 of the 2016 revised IRR of RA No. 9184.

Any bid exceeding the ABC indicated in paragraph 1 of the IB shall not be
accepted.

For Foreign-funded Procurement, a ceiling may be applied to bid prices
provided the conditions are met under Section 31.2 of the 2016 revised
IRR of RA No. 9184.

12. Bid Prices

12.1.

Prices indicated on the Price Schedule shall be entered separately in the
following manner:

a. For Goods offered from within the Procuring Entity’s country:
i. The price of the Goods quoted EXW (ex-works, ex-factory, ex-

warehouse, ex-showroom, or off-the-shelf, as applicable);
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ii. The cost of all customs duties and sales and other taxes

already paid or payable;

iii. The cost of transportation, insurance, and other costs
incidental to delivery of the Goods to their final destination;
and

iv. The price of other (incidental) services, if any, listed in the
BDS.

b. For Goods offered from abroad:

i. Unless otherwise stated in the BDS, the price of the Goods
shall be quoted delivered duty paid (DDP) with the place of
destination in the Philippines as specified in the BDS. In
quoting the price, the Bidder shall be free to use
transportation through carriers registered in any eligible
country. Similarly, the Bidder may obtain insurance services
from any eligible source country.

ii. The price of other (incidental) services, if any, as listed in
BDS.

13. Bid and Payment Currencies

13.1.

13.2.

For Goods that the Bidder will supply from outside the Philippines, the bid
prices may be quoted in the local currency or tradeable currency accepted
by the BSP at the discretion of the Bidder. However, for purposes of bid
evaluation, Bids denominated in foreign currencies, shall be converted to
Philippine currency based on the exchange rate as published in the BSP
reference rate bulletin on the day of the bid opening.

Payment of the contract price shall be made in Philippine Pesos.

14. Bid Security

14.1.

14.2.

The Bidder shall submit a Bid Securing Declaration or any form of Bid
Security in the amount indicated in the BDS, which shall be not less than
the percentage of the ABC in accordance with the schedule in the BDS.

The Bid and bid security shall be valid until December 5, 2023. Any Bid
not accompanied by an acceptable bid security shall be rejected by the
Procuring Entity as non-responsive.

15. Sealing and Marking of Bids

Each Bidder shall submit bids in accordance with Section III - Bid Data Sheet,
ITB Clause 15.

16. Deadline for Submission of Bids
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16.1.

The Bidder shall submit bids on or before August 7, 2023, Monday at
9:30 AM at the 2/F - BAC Office, Fisheries Building Complex, BPI

Compound, Visayas Avenue, Diliman, Quezon City and electronic
documents through bac.eps@bfar.da.gov.ph as indicated in paragraph 7
of the IB.

17. Opening and Preliminary Examination of Bids

18.

19.

17.1.

17.2.

The BAC shall open the Bids on August 7, 2023, Monday at 10:00 AM
through video conferencing or webcasting via “Zoom” application. Bids
will be opened in accordance with the BFAR BAC procedure for online
bidding as stated in the “Annex A - Bidder’s kit VII” as specified in
paragraph 9 of the IB.

The Bidders’ representatives who are present shall sign a register
evidencing their attendance. In case videoconferencing, webcasting or
other similar technologies will be used, attendance of participants shall
likewise be recorded by the BAC Secretariat.

In case the Bids cannot be opened as scheduled due to justifiable reasons,
the rescheduling requirements under Section 29 of the 2016 revised IRR
of RA No. 9184 shall prevail.

The preliminary examination of bids shall be governed by Section 30 of
the 2016 revised IRR of RA No. 9184.

Domestic Preference

The Procuring Entity will grant a margin of preference for the purpose of
comparison of Bids in accordance with Section 43.1.2 of the 2016 revised IRR of
RA No. 9184.

Detailed Evaluation and Comparison of Bids

19.1.

19.2.

19.3.

The Procuring BAC shall immediately conduct a detailed evaluation of all
Bids rated “passed,” using non-discretionary pass/fail criteria. The BAC
shall consider the conditions in the evaluation of Bids under Section 32.2
of the 2016 revised IRR of RA No. 9184.

If the Project allows partial bids, bidders may submit a proposal on any of
the lots or items, and evaluation will be undertaken on a per lot or item
basis, as the case maybe. In this case, the Bid Security as required by ITB
Clause 15 shall be submitted for each lot or item separately.

The descriptions of the lots or items shall be indicated in Section VII
(Technical Specifications), although the ABCs of these lots or items are
indicated in the BDS for purposes of the NFCC computation pursuant to
Section 23.4.2.6 of the 2016 revised IRR of RA No. 9184. The NFCC must
be sufficient for the total of the ABCs for all the lots or items participated
in by the prospective Bidder.

14
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19.4. The Project shall be awarded as One Project having several items grouped
into several lots, which shall be awarded as separate contracts per lot.

19.5. Except for bidders submitting a committed Line of Credit from a Universal
or Commercial Bank in lieu of its NFCC computation, all Bids must include
the NFCC computation pursuant to Section 23.4.1.4 of the 2016 revised
IRR of RA No. 9184, which must be sufficient for the total of the ABCs for
all the lots or items participated in by the prospective Bidder. For bidders
submitting the committed Line of Credit, it must be at least equal to ten
percent (10%) of the ABCs for all the lots or items participated in by the
prospective Bidder.

. Post-Qualification

20.2 Within a non-extendible period of five (5) calendar days from receipt by
the Bidder of the notice from the BAC that it submitted the Lowest
Calculated Bid, The Bidder shall submit its latest income and business tax
returns filed and paid through the BIR Electronic Filing and Payment
System (eFPS) and other appropriate licenses and permits required by
law and stated in the BDS.

. Signing of the Contract

21.1. The documents required in Section 37.2 of the 2016 revised IRR of RA No.
9184 shall form part of the Contract. Additional Contract documents are
indicated in the BDS.

15



Section I11. Bid Data Sheet
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Bid Data Sheet

ITB
Clause
5.3 For this purpose, contracts similar to the Project shall be:

a. LotNo. 1 - Supply and delivery of perimeter firewall licenses.
Lot No. 2 - Supply and delivery of end point solution.

b. Lot No. 1 - Bidder must have completed a similar contract that is
equivalent to Fifty percent (50%) of the ABC within Five (5) years
from the date of procurement.

Lot No. 2 - Bidder must have completed a similar contract that is
equivalent to Twenty five percent (25%) of the ABC within Five (5)
years from the date of procurement.
7.1 Subcontracting is not allowed.
12 Others:
1. The technical support engineers should be local and regular employees

and have been working under the Bidder’s organization at least six (6)
months prior to the submission of proposal;

Bidder must submit valid certification documents, CV, and Company I.D.

of the certified engineers.

The Bidder must submit detailed brochure or technical data sheet of the
product model offered;

All third-party peripherals of the product model offered should have
undergone testing and verification as to compatibility by the
manufacturer;

Maintenance Service Agreement Period, Technical Support Availability:

a. The comprehensive maintenance service agreement shall cover
installation, phone/email /remote support, and unit replacement for
one (1) year;

b. Maintenance must include license installation/renewal of all firewall
security services, firmware updates, software patches, and driver
updates, minor and major release, if available;

c. Prospective supplier/service provider shall replace all defective
equipment, connectors, and other accessories with equivalent items
of the same quality and specifications within the warranty period.
The replacement shall be new or shall at least be functionally
equivalent to the item replaced, never inferior of an older model
thereof;

d. The maintenance service agreement period for software shall
commence upon issuance of certificate of acceptance by the
Procuring Entity;

e. The license must support the existing solution and must not reach
end-of-life or end-of-support within the service agreement coverage
period;

f. The prospective supplier/service provider will have an option to
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upgrade the existing solution that is equivalent or higher capacity
without any additional cost;

14.1 | The bid security shall be in the form of a Bid Securing Declaration, or any of
the following forms and amounts:

a. The amount of not less than [two percent (2%) of ABC], if bid security is
in cash, cashier's/manager’s check, bank draft/guarantee or
irrevocable letter of credit; or

Lot No. ABC (PhP) Amount of Bid Security (PhP)
1 8,215,002.00 164,300.04
2 1,457,000.00 29,140.00
Total 9,672,002.00 193,440.04

b. The amount of not less than [five percent (5%) of ABC], if bid security is

in Surety Bond.
Lot No. ABC (PhP) Amount of Bid Security (PhP)
1 8,215,002.00 410,750.01
2 1,457,000.00 72,850.00
Total 9,672,002.00 483,600.01
15 Participating bidders/suppliers may submit their bidding documents through

either of the following forms:
1. Hard Copy/Physical Document
e Submitted directly through the BAC Office Address:
Bids and Awards Committee (BAC) Office

Bureau of Fisheries and Aquatic Resources
Fisheries Building Complex, BPI Compound, Visayas Ave, Diliman, Quezon

City

Note: If the participating bidders/suppliers only submits a hardcopy
of the document, and the same is discovered to be damaged or the
entries thereof are not readable during the opening thereof, said
participating bidders/suppliers loses his privilege to participate in
the bidding.

2. Electronic and Hard Copy Document

e The hard copy/physical document shall be scanned and encrypted
with password (refer to Annexes - BEFAR-BAC Online bidding Procedure).

e The scanned document will be sent via email at
bac.eps@bfar.da.gov.ph

Bidders/suppliers may opt to submit both electronic and hardcopy in
compliance with the abovementioned details.
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Note: In case the electronic copy is discovered corrupted during
opening, the back-up hardcopy will be opened as alternative option.
However, in the event that both electronic copy and hardcopy are
corrupted and/or not readable participating bidders/suppliers loses
his privilege to participate in the bidding.

A. GUIDELINES ON LABELING AND MARKING OF BID ENVELOPE FOR THE
SUBMISSION OF HARD COPIES:

1. Main envelope shall:
a) bear addressed to the Procuring Entity’s BAC;
b) bear the specific identification/Bid ref. no. of this bidding;
c) contain the name of the contract/Project Title to be bid;
d) bear the Company Name, Company Address and Contact details of the
Bidder; and
e) bear a warning “DO NOT OPEN BEFORE” (the date and time of opening of
Bids);
2. Bidders shall enclose the First component (Eligibility and Technical
documents) and Second components (Financial documents) of their bid;
3. Each Bidder shall submit one (1) original and two (2) copies of the first
and second components of its bid;
4. The inner envelopes of the first and second component shall be similarly
sealed and duly marked as Original, Copy 1 and Copy 2; and
5. Each components must contain Table of Contents and all documents
attached should be properly tabbed and bound; and
6. All pages should be signed by the bidder’s authorized representative.

Please see attached Illustration for your reference:

SEALING AND MARKING OF BIDS
FORMAT FOR LABELLING OF BID ENVELOPE (fo each component)

ATTY. MICHAEL S. ANDAYOG COMPONENT
Chairperson / \
Bids and  Awards  Committee °°"“'"l‘/‘/“\ oPY2 \ o)

Fisheries  Building  Complex,  BPI PN 0PN

Compound, Visayas Ave, Diliman, Quezon BN A N

ity ol aibed o

QRGWNAL,  oriGmal,

Bid for: Table of l ‘

Bid Reference No.: Contents

Project Title e e AL G G
e— l COMPONENT PER —_— V. Z /

Submitted by: wor v W;)'\, e,

e BIDDER’S COMPANY NAME /s (Note: Depending o ﬁ

e BIDDER’S COMPANY ADDRESS AN the No. of Lots Bidding

e BIDDER’S CONTACT DETAILS - fer

DO NOT OPEN BEFORE: £ < /| FINANCIAL
ST IRETY LY TR \ [ COMPONENT

Sample format of labeled bid envelopes:

ATTY. MICHAEL ANDAYOG
Chairperson
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Bids and Awards Committee
2/F Fisheries Building Complex, BPI Compound, Brgy. Vasra,
Visayas Avenue, Quezon City

Bid for: BID REFERENCE NO.: 2023-33

“SUPPLY AND DELIVERY OF PERIMETER FIREWALL LICENSES AND
PERIPHERALS AND ENDPOINT SOLUTION FOR BFAR REGIONS AND
CENTRAL OFFICE”

Submitted by:
e BIDDER’S COMPANY NAME
o BIDDER’S CONTACT DETAILS

DO NOT OPEN BEFORE:
> 31 July 2023 (Monday), 11:00 A.M.

Important: DA-BFAR will assume that the submitted electronic copies must
be the same with the printed copies.

B. GUIDELINES ON ELECTRONIC/ONLINE SUBMISSION AND RECEIPT
OF BIDS:

Preparation of Bid \:))

Documents

The bidder shall prepare a final scanned copy of its Bid divided into
two different files :

“
| ¥= I Eligibility Documents & Technical Documents; and

% Financial Documents

To ensure confidentiality, authentication, integrity of the

documents, the bidder shall use a two-factor security procedure
consisting of an archive format compression of its bid.
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Step 1. Scan the original copy of the Eligibility
Documents & Technical Documents and Financial

Documents, save as a PDF file and comply with the label

format below:

1. "BFAR Bid Reference No, (Name of Bidder); Legal & Technical Documents”

Example

ﬁ_. BFAR BID REFERENCE MNO.2020-1(MIKEINC); Legal & Technical Documents
u BFAR BID REFERENCE NO.2020-1(MIKEINC); Legal & Technical Documents

2. "BFAR Bid Reference No, (Name of Bidder); Financial Documents”

Example

E BFAR BID REFEREMCE NO.2020-1(MIKE.INC): Financial Documents
3 BFAR BID REFEREMCE NO.2020-1{MIKE.INC): Financial Documents

Adding a password to a .PDF file using Adobe Acrobat Reader DC.

1. Open the PDF file Protect Using Password
2, Choose File > Protect Using Password,

EE‘ZIJI'ES USer 10 enter 3 passwoed fon

oke Acrobat Reader DC
dh View Sgn Window Hele 0 Viewiy

2 Qoer Cti+0 0 Esteg
Typa Fasswted
Create POF
Lyt 0 Steong Passwend
Re-type Password

More Options v Apply

3. Select to set the password for Viewing the PDF
4, Type and retype your password,
5. Click Apply
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Step 2. To archive and compress the file using WinRAR Application

Chprm b A et Fradey £ [ 2ot rome wd poruten ? X PIE——) X
Oy
P TS el Dol e e e Gt vy ‘
B Ponnns Spe
Atve e (=2
L b N Ldidn Jar b
T Connbin i 4 At o ¥ riven Cmeen
& Ve Tttt e [err—
Opon et Pl At retex h 1‘
L
- Arfve byl ey ey
' Zevkoows e O [owes o e vy
A Dowte 71 20
B Conpmi it avit. oy ~
BB Comprnns Thptde Aoyl Dvoumantiind” wed vl ok e A %o smmmore
Farwy prve wnoes : . | DL
Octrry o Ustetretin g
i | o=
P xe . P
Cowy W e, ot
Conw ot - Orgarece pessvends.
Oviie
e i )
(.
N (5] | | e

1. Right Click the password
protected .PDF file.

2. Select “Add to archive.”

3. In the Archive name and
parameters dialog box, select
“Radio button ZIP* and click

“Set password."

4, Type your password and Click
“OK button,”

Note: Passwords must be 8-16 characters and contain both numbers and letters/special
characters. The bidder is required setting a unique combination for each file and folder. Same

passwords for all files are not allowed

Submitting of the
Bidding Documents

Step 1. BAC Secretarlat will send the Invitation link of Registration Form, thru
bac.eps@bfarda.gov.ph e-mail address,
Registration form of Bidders » s ap

W i g i g O

Regisiration Torm of Bidgers
\
. ==

Errsin v oo P Yoy

Step 2, Upon received, click the FILL QUT FORM.
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Registration form of Bidders

Step 3. Bidder must fill in the following required e e e e e 2 B 1 i s et
information. P o
Step 4. Click the Add file to upload Scanned Copy of

Official Receipt (OR).

Step 5. After uploading of the Scanned Copy of OR, the

bidder shall click the Submit button to complete the Company Fiama

process and BAC Secretariat shall verify the submitted
Official Receipt (OR).

Step 6. A copy of the response will be automatically
emailed to the address provided by the bidders,

ivga maarest

Compsy dddre ¢

1
—

I e . - o

P e g Bt e o Bk

dthorimed SR anative: -

oy Corsant Mo

Pegiwrstion form of Bdcor

P b

L] [P el P00l Pl (08) -

& cor of your resporaes will b erraded 1o the scdvees you eovided

Step 7. Upan verification of the Official Receipt (OR), the BAC Secretariat shall send the Public Bidding
Documents through the given email or shall provide a hard copy upon request. |t may also be
downloaded free of charge from the website of the Philippine Government Electronic Procurement
System (PRIIGEPS) and the website of the Procuring Entity, provided that Bidders shall pay the
applicable fee for the Bidding Documents not later than the submission of thelr bids,

Step 8. The BAC Secretariat will send another Google Form link to the bidder, whao already purchased
the bidding documents, through email directing to the “Online Submission of the Bid Documents”,

Orling Submizsicn of Bid Documente & e L

il e rdgd v + dnwnl fr B |

Onling Submission of Bid Documents

step 9. Upon received, click the FILL OUT FORM.
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Step 10. Click the Add file button to upload . - id [
the compressed and password-protected Online Submission of Bid uments
files of Eligibility & Technical and Financial ekl eremmmptenta :..?:.u.:;f.';ﬂ?:}ﬁ:;d“- r————
Docurments (ZIP File)

Uplasd &l 1he iequirements

St'E'[J 11. E'Iﬂk the Su hmlt button to com Plﬁtﬂ & Compriped i piimaid-prolected of Bliglably & Technical Dacumanls

b Compiisied and puddwond-pistacted ol Fnancial oot
the process, A copy of the response will be

The npme and phaodo associsted with pour Google scoous! will be recoder when pou pings
ﬂutﬂmaticﬂ"? Emﬂ”ﬂd to  the ﬂddl‘esﬂ Tilish v daabend) thask Berm. Ml Egmiadl can? Sralih s i

provided by the bidders which can be saved * Required
or printed by the bidder, as proof of the
official time of submitted /receipt of bids,

Erruadl ke ¢
=1 Gimai
Brder Bulrrare of Bl Srnevmris
O [
. ——
Toarny bor eng Dut Dving S drmsss o 6 [osTsns
[P —— Eligbility & Technical Documients *

Oinlie Subrnission of Bid Documenis £ Addfis

Finar:ial Dacumants ©

L Addfie

ST N—— Aoy of your msponsas will b emailed 10 tha aodress you provided

IMPORTANT REMINDERS DURING BID OPENING PROCESS

1. Bidders are encouraged to attend the bid opening online via Zoom Application,
The passwords for the folders (ZIF) and the files {.PDF) shall be disclosed by the
bidders only during actual bid opening.

2. The official representative of the bidder shall respond promptly in the same
chat box with the passwords when prompted. Bidders are given within five (5)
minutes to respond with the passwords. If the bidder does not provide or respond
with the password within five [5) minutes, the BAC Secretarlat shall open the
submitted hard copy of the bidding documents.

3. The bidder shall first disclose the password for the compressed folder (ZIP file)
containing the Eligibility & Technical documents, second disclose the password for
the Eligibility & Technical document [ PDF file). The Secretariat will share the
screen via Zoom during accessing the submitted Bid.

4. If the bidder fails to provide the correct password after the third attempt, the
BAC Secretariat shall open the submitted hard copy of the bidding documents,
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19.3

List the grouping of lots by specifying the group title, items, and the quantity for
every identified lot, and the corresponding ABC for each Iot.

Approved
Lot No. Description Budget for the
Contract (ABC)
(Php)
“Supply and Delivery of Perimeter
1 Firewall Licenses and Peripherals of 8,215,002.00
BFAR Regions and Central Office”
“Supply and Delivery of End Point
2 Solution for BFAR Central Office” 1,457,000.00

20.2

1. Latest Income and Business Tax Returns, filed and paid through the
Electronic Filing and Payments System (EFPS), consisting of the following:

i. 2021 Income Tax Return with proof of payment; and
ii. VAT Returns (Form 2550M and 2550Q) or Percentage Tax Returns
(2551M) with proof of payment covering the previous 6 months.

21.2

For Lot No. 1 and 2

a.

The Bidder is required to provide a certified true copy of valid
and current  Accreditation/Certificate, Premium/Gold
Partnership from the Product Manufacturer that the Bidder is
legally authorized to sell their products;

The Bidder must provide Duly Notarized Certificate that they
will provide four (4) hours response time for technical support;
The Bidder/contractor must have at least two (2) local technical
support engineers with Fortinet Network Security Expert (NSE)
Certifications;

The Contractor shall submit a certificate from the Fortinet that
the company is an Advanced Partner minimum) with at least
three (3) installed base similar to the proposed solution;
Certified true copy of One (1) Year after sales support.
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Section IV. General Conditions of Contract
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Scope of Contract

This Contract shall include all such items, although not specifically mentioned,
that can be reasonably inferred as being required for its completion as if such
items were expressly mentioned herein. All the provisions of RA No. 9184 and
its 2016 revised IRR, including the Generic Procurement Manual, and associated
issuances, constitute the primary source for the terms and conditions of the
Contract, and thus, applicable in contract implementation. Herein clauses shall
serve as the secondary source for the terms and conditions of the Contract.

This is without prejudice to Sections 74.1 and 74.2 of the 2016 revised IRR of RA
No. 9184 allowing the GPPB to amend the IRR, which shall be applied to all
procurement activities, the advertisement, posting, or invitation of which were
issued after the effectivity of the said amendment.

Additional requirements for the completion of this Contract shall be provided in
the Special Conditions of Contract (SCC).

Advance Payment and Terms of Payment

2.1. Advance payment of the contract amount is provided under Annex “D” of
the revised 2016 IRR of RA No. 9184.

2.2. The Procuring Entity is allowed to determine the terms of payment on the
partial or staggered delivery of the Goods procured, provided such partial
payment shall correspond to the value of the goods delivered and
accepted in accordance with prevailing accounting and auditing rules and
regulations. The terms of payment are indicated in the SCC.

Performance Security

Within ten (10) calendar days from receipt of the Notice of Award by the Bidder
from the Procuring Entity but in no case later than prior to the signing of the
Contract by both parties, the successful Bidder shall furnish the performance
security in any of the forms prescribed in Section 39 of the 2016 revised IRR of
RA No. 9184.

Inspection and Tests

The Procuring Entity or its representative shall have the right to inspect and/or
to test the Goods to confirm their conformity to the Project specifications at no
extra cost to the Procuring Entity in accordance with the Generic Procurement
Manual. In addition to tests in the SCC, Section IV (Technical Specifications)
shall specify what inspections and/or tests the Procuring Entity requires, and
where they are to be conducted. The Procuring Entity shall notify the Supplier in
writing, in a timely manner, of the identity of any representatives retained for
these purposes.
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All reasonable facilities and assistance for the inspection and testing of Goods,
including access to drawings and production data, shall be provided by the
Supplier to the authorized inspectors at no charge to the Procuring Entity.

Warranty

6.1. In order to assure that manufacturing defects shall be corrected by the
Supplier, a warranty shall be required from the Supplier as provided
under Section 62.1 of the 2016 revised IRR of RA No. 9184.

6.2. The Procuring Entity shall promptly notify the Supplier in writing of any
claims arising under this warranty. Upon receipt of such notice, the
Supplier shall, repair or replace the defective Goods or parts thereof
without cost to the Procuring Entity, pursuant to the Generic Procurement
Manual.

Liability of the Supplier

The Supplier’s liability under this Contract shall be as provided by the laws of the
Republic of the Philippines.

If the Supplier is a joint venture, all partners to the joint venture shall be jointly
and severally liable to the Procuring Entity.
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Section V. Special Conditions of Contract
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Special Conditions of Contract

GCC
Clause

1

Delivery and Documents -

For purposes of the Contract, “EXW,” “FOB,” “FCA,” “CIF,” “CIP,” “DDP” and
other trade terms used to describe the obligations of the parties shall have
the meanings assigned to them by the current edition of INCOTERMS
published by the International Chamber of Commerce, Paris. The Delivery
terms of this Contract shall be as follows:

“The delivery terms applicable to this Contract are delivered to BFAR -
Property Section - BFAR Annex Building, BPI Compound, Brgy. Vasra,
Visayas Ave., Quezon City. Risk and title will pass from the Supplier to the
Procuring Entity upon receipt and final acceptance of the Goods at their
final destination.”

Delivery of the Goods shall be made by the Supplier in accordance with the
terms specified in Section VI (Schedule of Requirements).

For purposes of this Clause the Procuring Entity’s Representative at the
Project Site is Ms. Wilhelmina Pearl Guliman and Atty. Angelica
Villafuerte.

Incidental Services -

The Supplier is required to provide all of the following services, including
additional services, if any, specified in Section VI. Schedule of Requirements:

a. performance or supervision of on-site assembly and/or start-up
of the supplied Goods;

b. furnishing of tools required for assembly and/or maintenance of
the supplied Goods;

c. furnishing of a detailed operations and maintenance manual for
each appropriate unit of the supplied Goods;

d. performance or supervision or maintenance and/or repair of the
supplied Goods, for a period of time agreed by the parties,
provided that this service shall not relieve the Supplier of any
warranty obligations under this Contract; and

e. training of the Procuring Entity’s personnel, at the Supplier’s
plant and/or on-site, in assembly, start-up, operation,
maintenance, and/or repair of the supplied Goods.

The Contract price for the Goods shall include the prices charged by the
Supplier for incidental services and shall not exceed the prevailing rates
charged to other parties by the Supplier for similar services.
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Spare Parts -

The Supplier is required to provide all of the following materials,
notifications, and information pertaining to spare parts manufactured or
distributed by the Supplier:

1. such spare parts as the Procuring Entity may elect to purchase from
the Supplier, provided that this election shall not relieve the Supplier
of any warranty obligations under this Contract; and

2. in the event of termination of production of the spare parts:

i. advance notification to the Procuring Entity of the pending
termination, in sufficient time to permit the Procuring Entity to
procure needed requirements; and

ii. following such termination, furnishing at no cost to the
Procuring Entity, the blueprints, drawings, and specifications of
the spare parts, if requested.

The spare parts and other components required are listed in Section VI
(Schedule of Requirements) and the cost thereof are included in the
contract price.

The Supplier shall carry sufficient inventories to assure ex-stock supply of
consumable spare parts or components for the Goods.

Spare parts or components shall be supplied as promptly as possible, but in
any case, within (Please refer below) months of placing the order.

Lot No. 1 - 2 - Within forty-five (45) calendar days upon receipt of the
Notice to Proceed (NTP) by the winning Bidder.

Packaging -

The Supplier shall provide such packaging of the Goods as is required to
prevent their damage or deterioration during transit to their final
destination, as indicated in this Contract. The packaging shall be sufficient
to withstand, without limitation, rough handling during transit and
exposure to extreme temperatures, salt and precipitation during transit,
and open storage. Packaging case size and weights shall take into
consideration, where appropriate, the remoteness of the Goods’ final
destination and the absence of heavy handling facilities at all points in
transit.

The packaging, marking, and documentation within and outside the
packages shall comply strictly with such special requirements as shall be
expressly provided for in the Contract, including additional requirements, if
any, specified below, and in any subsequent instructions ordered by the
Procuring Entity.
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The outer packaging must be clearly marked on at least four (4) sides as
follows:

Name of the Procuring Entity

Name of the Supplier

Contract Description

Final Destination

Gross weight

Any special lifting instructions

Any special handling instructions

Any relevant HAZCHEM classifications

A packaging list identifying the contents and quantities of the package is to
be placed on an accessible point of the outer packaging if practical. If not
practical the packaging list is to be placed inside the outer packaging but
outside the secondary packaging.

Transportation -

Where the Supplier is required under Contract to deliver the Goods CIF, CIP,
or DDP, transport of the Goods to the port of destination or such other
named place of destination in the Philippines, as shall be specified in this
Contract, shall be arranged and paid for by the Supplier, and the cost
thereof shall be included in the Contract Price.

Where the Supplier is required under this Contract to transport the Goods
to a specified place of destination within the Philippines, defined as the
Project Site, transport to such place of destination in the Philippines,
including insurance and storage, as shall be specified in this Contract, shall
be arranged by the Supplier, and related costs shall be included in the
contract price.

Where the Supplier is required under Contract to deliver the Goods CIF, CIP
or DDP, Goods are to be transported on carriers of Philippine registry. In
the event that no carrier of Philippine registry is available, Goods may be
shipped by a carrier which is not of Philippine registry provided that the
Supplier obtains and presents to the Procuring Entity certification to this
effect from the nearest Philippine consulate to the port of dispatch. In the
event that carriers of Philippine registry are available but their schedule
delays the Supplier in its performance of this Contract the period from
when the Goods were first ready for shipment and the actual date of
shipment the period of delay will be considered force majeure.

The Procuring Entity accepts no liability for the damage of Goods during
transit other than those prescribed by INCOTERMS for DDP deliveries. In
the case of Goods supplied from within the Philippines or supplied by
domestic Suppliers risk and title will not be deemed to have passed to the
Procuring Entity until their receipt and final acceptance at the final
destination.
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Intellectual Property Rights -

The Supplier shall indemnify the Procuring Entity against all third-party
claims of infringement of patent, trademark, or industrial design rights
arising from use of the Goods or any part thereof.

2.2

No further instruction.

No further instruction.
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Section VI. Schedule of Requirements

The delivery schedule expressed as weeks/months stipulates hereafter a delivery date which is
the date of delivery to the project site.

Nllltrflrl;ler Description Quantity Total W;i;;gsﬂ;hs
“Supply and Delivery of Fifteen (15)
Perimeter Firewall calendar days for
Licenses and Peripherals of License and
BFAR Regions and Central Software and forty-
1 Office” 1 Lot 1 Lot five (45) Calendar
Days for Peripherals
and Hardware from
the receipt of Notice
to Proceed (NTP)
“Supply and Delivery of Within Forty-Five
End Point Solution for 45) calendar davs
2 BFAR Central Office” 1 Lot 1 Lot 1(1po)n receipt of t}{e
Notice to Proceed
Place of Delivery:

BFAR - Property Section - BFAR Annex Building, BPI Compound, Brgy. Vasra,
Visayas Ave., Quezon City

[ hereby commit to deliver all the above requirements in accordance with the above stated schedule.

Name of Company

Signature over Printed Name of

Authorized Representative
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Section VII. Technical Specifications
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Technical Specifications

Lot No. 1 - “SUPPLY AND DELIVERY OF PERIMETER FIREWALL LICENSES AND
PERIPHERALS OF BFAR REGIONS AND CENTRAL OFFICE”

PhP 8,215,002.00

Statement of Compliance

Approved Budget for the Contract (ABC):
Specification
No. | Item Description Qty. Unit
1-year license for Internal Perimeter Firewall for 14
Regional Offices
FortiGate-100F 24x7 UTP Bundle Renewal with SSCP 14 each

bundle Includes: 24x7 FortiCare (Advanced Hardware
Replacement, Firmware and General Updates, 24x7
Comprehensive Support) plus NGFW (IPS/Application
control), AMP/AntiVirus, Web Filtering, Antispam and
FortiSandbox Cloud Services for 12 months

Add-On Support: Technical Support via remote, phone,
and email

Region 1
SN :FG100FTK20001392
End Date: 12 months after procurement

Region 2
SN :FG100FTK19026319
End Date: 12 months after procurement

Region 3
SN :FG100FTK19024911
End Date: 12 months after procurement

Region 4A
SN : FG100FTK20002486
End Date: 12 months after procurement

Region 4B

SN :FG100FTK20003559
Start Date:01/01/2024
End Date :01/01/2025

Region 5
SN : FG100FTK20001439
End Date: 12 months after procurement

Region 6
SN : FG100FTK19024790
End Date: 12 months after procurement

Region 7
SN :FG100FTK20003703
End Date: 12 months after procurement

Region 8
SN :FG100FTK20003761
End Date: 12 months after procurement

[Bidders must state here either
“Comply” or “Not Comply” against each
of the individual parameters of each
Specification stating the corresponding
performance  parameter of the
equipment offered. Statements of
“Comply” or “Not Comply” must be
supported by evidence in a Bidders Bid
and cross-referenced to that evidence.
Evidence shall be in the form of
manufacturer’s un-amended  sales
literature, unconditional statements of
specification and compliance issued by
the manufacturer, samples,
independent test data etc, as
appropriate. A statement that is not
supported by evidence or s
subsequently found to be contradicted
by the evidence presented will render
the Bid under evaluation liable for
rejection. A statement either in the
Bidder's statement of compliance or
the supporting evidence that is found
to be false either during Bid evaluation,
post-qualification or the execution of
the Contract may be regarded as
fraudulent and render the Bidder or
supplier liable for prosecution subject
to the applicable laws and issuances.]
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Region 9
SN :FG100FTK20001491
End Date: 12 months after procurement

Region 10
SN :FG100FTK20003711
End Date: 12 months after procurement

Region 11

SN : FG100FTK20002169
Start Date : 02/04/2024
End Date: 02/04/2025

Region 12
SN : FG200FTK20001876
End Date: 12 months after procurement

CARAGA
SN : FG100FTK20003444
End Date: 12 months after procurement

1-year license for Internal Perimeter Firewall and
Peripherals for BFAR Central Office

FortiGate-1200D 24x7 UTP Bundle Renewal or 2 each
Hardware Upgrades

Coterm end date: November 2, 2024

FortiGate-1200D UTP Bundle Renewal Includes: 24x7
FortiCare (Advanced Hardware Replacement, Firmware
and General Updates, 24x7 Comprehensive Support)
plus NGFW (IPS/Application control), AMP/AntiVirus,
Web Filtering, Antispam, and FortiSandbox

Cloud Services FG1K2D3116800130,
FG1K2D3116800987 November 2, 2023 with x2 FT-
FGT-SEC NSE 4 and FT-FGT-INF NSE 4

Add-On Support: Technical Support via remote, phone,
and email

10GE SFP+ transceiver module, short range 6 each
FN-TRAN-SFP+SR 10GE SFP+ transceiver module,
short range for all systems with SFP+ and SFP/SFP+
slots

15M LC-LC Indoor LC/upc-LC/upc Multi Mode Duplex 4 each
Orange Fiber Optic Patch Cord

After Sales Support Services- One (1) year after sales support for
maintenance and technical support services

[ hereby certify that the statement of compliance to the foregoing technical
specifications are true and correct, otherwise, if found to be false either during bid
evaluation or post qualification, the same shall give rise to automatic disqualification of
our bid.

Name of Company Signature over Printed Name of Date
Authorized Representative
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Lot No. 2 - “SUPPLY AND DELIVERY OF END POINT SOLUTION FOR BFAR

CENTRAL OFFICE”

Approved Budget for the Contract (ABC): PhP 1,457,000.00

Specification

Statement of Compliance

No. | Item Description Qty. Unit

FortiClient VPN/ZTNA Device-based Licenses,
includes Forensics Analysis Service - 500 Endpoints

1-Year FortiClient VPN/ZTNA Agent Subscriptions (EMS 1 lot
hosted by FortiCloud) plus FortiGuard Forensics with
FortiCare Premium for 500 endpoints with x2 #FS-
124F-FPOE and support bundle

Add-On Support: 1 technical personnel for endpoint
deployment

General Requirements:

1.1 The proposed Zero Trust Network Access (ZTNA)
must be an access control method that uses client
device identification, authentication, and Zero Trust
tags to provide role-based application access.

1.2 The access control must have the ability to manage
network access for On-local network users and Off-
network remote users.

1.3 The proposed ZTNA solution must be compatible to
existing NGFW solution which already has ZTNA
feature build-in without any additional license.

1.4 The users and devices must have the same sets of
rules when accessing On-Net and Off-Net.

1.5 The remote access users accessing internal
application via standard browser with the need of
using SSL VPN tunnels.

1.6 The ZTNA solution must be powered by single
operating system in similar to existing NGFW
solution.

1.7 The ZTNA solution must be able to manage by an

Endpoint Management System in cloud.

After Sales Support Services- One (1) year after sales support for
maintenance and technical support services

[Bidders must state here either
“Comply” or “Not Comply” against each
of the individual parameters of each
Specification stating the corresponding
performance  parameter of the
equipment offered. Statements of
“Comply” or “Not Comply” must be
supported by evidence in a Bidders Bid
and cross-referenced to that evidence.
Evidence shall be in the form of
manufacturer’s un-amended  sales
literature, unconditional statements of
specification and compliance issued by
the manufacturer, samples,
independent test data etc, as
appropriate. A statement that is not
supported by evidence or is
subsequently found to be contradicted
by the evidence presented will render
the Bid under evaluation liable for
rejection. A statement either in the
Bidder's statement of compliance or
the supporting evidence that is found
to be false either during Bid evaluation,
post-qualification or the execution of
the Contract may be regarded as
fraudulent and render the Bidder or
supplier liable for prosecution subject
to the applicable laws and issuances.]

[ hereby certify that the statement of compliance to the foregoing technical
specifications are true and correct, otherwise, if found to be false either during bid
evaluation or post qualification, the same shall give rise to automatic disqualification of

our bid.

Name of Company Signature over Printed Name of Date

Authorized Representative
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TERMS OF REFERENCE

SUPPLY AND DELIVERY OF PERIMETER FIREWALL LICENSES FOR BFAR CENTRAL
OFFICE, REGIONAL OFFICES AND ENDPOINT SOLUTION FOR BFAR CENTRAL

II.

[1L.

OFFICE

BACKGROUND

The Fisheries Regulatory Information Management Center (FRIMC)
established, managed and operated the comprehensive fisheries information,
To establish a secured and resilient ICT infrastructure that will handle all
vital information of the bureau and continue the development, improvement
and modernization of all BFAR information and registration systems.; The
FRIMC acts as the repository of all fisheries statistics and data; coordinate
with the Department of Information and Communications Technology (DICT)
and Department of Agriculture Information and Communication Technology
Service (DA-ICTS) regarding the establishment and operation of the BFAR
comprehensive information system; develop , manage, operate, and maintain
an information system/database of various application systems of the
Department of Agriculture and the BFAR; Supporting with the
implementation and operationalized of the Integrated Fisheries Monitoring
and Management System (IMEMS) that will and track and monitor all
Philippine Flagged Vessels operating in the High Seas Pocket 1, other Coastal
States and within Philippine waters.

OBJECTIVES
The following are the objectives of the project:

1. For the continual improvement of BFAR network security, upgrades
that will enhance the integrity and availability of the BFAR Network
Perimeter and also the BFAR System implementations.

2. To support and sustain the continually advancing technological need of
the Bureau in general.

QUALIFICATIONS REQUIREMENTS

1. The bidders must have completed a similar contract/project equivalent
to fifty percent (50%) of the ABC within five (5) years from the date of
procurement for Lot 1.

2. The bidders must have completed a similar contract/project equivalent
to twenty five percent (25%) of the ABC within five (5) years from the
date of procurement for Lot 2.

3. The bidder is required to provide a certified true copy of valid and
current Accreditation/Certificate, Premium/Gold Partnership from the
Product Manufacturer that the bidder is legally authorized to sell their
products.

4. The bidder must provide Duly Notarized Certificate that they will
provide four (4) hours response time for technical support.

5. The bidder/contractor must have at least two two (2) local technical
support engineers with Fortinet Network Security Expert (NSE)
Certifications.
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IV.

6. The technical support engineers should be local and regular employees
and have been working under the bidder’s organization at least six (6)
months prior to the submission of proposal.

7. Must submit valid certification documents, CV, and Company I.D. of the
certified engineers.

8. The contractor shall submit a certificate from Fortinet that the company
is an Advanced Partner (minimum) with at least three (3) installed base
similar to the proposed solution.

DELIVERABLES
PARTICULARS QTY
FortiGate- 100F 24x7 UTP Bundle Renewal with 14

S5CP bundle Includes: 24x7 FortiCare [Advanced
Hardware Replacement, Firmware and General
Updates, 24x7 Comprehensive Support) plus
NGFW (IPS/Application control),
AMP/AntiVirus, Web Filtering, Antispam and
FortiSandbox Cloud Services for 12 months

Region 1: FG100FTK20001392
Region 2 : FG100FTK19026319
Region 3: FG100FTK19024911
Region 4A: FG100FTK20002486
Region 4B: FG100FTK20003559
Region 5: FG100FTK20001439
Region 6: FG100FTK19024790
Region 7: FG100FTK20003703
Region 8: FG100FTKZ0003761
Region 9: FG100FTK20001491
Region 10: FG100FTK20003711
Region 11: FG100FTK20002169
Region 12: FGZ00FTK20001876
CARAGA: FG100FTKEZ0003 444

FortiGate-1200D 24x7 UTP Bundle Renewal or 2
Hardware Upgrades Coterm end date: November
2, 2024, FortiGate-1200D UTP Bundle Renewal
Includes: 24x7, FortiCare (Advanced Hardware
Replacement, Firmware and General Updates,
24x7 Comprehensive Support) plus NGFW
(IPS/Application control), AMP/AntiVirus, Weh
Filtering, Antispam, and FortiSandbox Cloud
Services FG1KZD3116800130,
FG1KZD3116800987 November 2, 2023 with x2
FT-FGT-SEC NSE 4 and FT-FGT-INF NSE 4

1-Year FortiClient VPN/ZTNA Agent 1
Subscriptions (EMS hosted by FortiCloud) plus

FortiGuard Forensics with FortiCare Premium

for 500 endpoints

ENDPOINT FEATURES AND FUNCTIONALITY REQUIREMENTS

The endpoint must have the following:

a. The solution must support key components; Access proxy, Endpoint agent
and Endpoint management system.
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» 5.0

The device identity must be established through client certificates, and
the device trust context is established between endpoint client, End-point
management system, and the access proxy, which are integral to ZTNA.
The connection from End-point client agent to Endpoint management
System must use TCP and TLS 1.3 and during the SSL connection setup,
the Endpoint management system sends a server certificate to the client.
The Endpoints Management system must have the ability to add SSL
certificate with the following method;

The Automated Certificate Management Environment (ACME), as defined
in RFC 8555.

Manually upload an SSL certificate.

The endpoints provide the following information to Endpoint
management system when they register to the endpoint management
system:

Device information (network details, operating system, model, and
others)

Logged on user information

Security posture (On-net/Off-net, antivirus software, vulnerability status,
and others)

Obtains a client device certificate from the EMS ZTNA Certificate
Authority (CA) when it registers to EMS.

The Endpoint management system issues and signs the client certificate
with the FortiClient UID, certificate serial number, and EMS serial
number.

The certificate is then synchronized to the Access proxy. The endpoint
management system also shares its ZTNA CA certificate with the access
proxy, so that the access proxy can use it to authenticate the clients.

The endpoint management system uses zero trust tagging rules to tag
endpoints based on the information that it has on each endpoint.

The access proxy maintains a continuous connection to the Endpoint
management server to synchronize endpoint device information,
including primarily: the client agent UID, Client certificate SN, Endpoint
management server SN and Device credentials (user/domain), Network
details (IP and MAC address and routing to the access proxy).

The ZTNA access proxy must support access based on;

http/https type of application.

TCP based application with TCP forwarding access proxy.

The ZTNA solution must be compatible with existing NGFW security
policy configuration that allow tags to control access between on-net
devices and an internal web server. This mode does not require the use of
the access proxy, and only uses ZTNA tags for access control. Traffic is
passed when the endpoint is tagged as Low risk only. Traffic is denied
when the endpoint is tagged with Malicious-File-Detected.

The TCP forwarding access proxy must be able to support the FQDN
access method.

The ZTNA solution must support concurrent device check verification for
active ZTNA proxy sessions.

The solution must support termination of access to clients once it triggers
not to be compliant.

The solution must support different authentication options such as
RADIUS, LDAP, local database, xAuth, TACACS+, digital certificate (X509

format) and existing MFA solution
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X. The solution should be able to integrate with the existing active directory
for deployment of agents

OTHER REQUIREMENTS

1.The bidders must submit the following:

a. Certification from the Product Manufacturer guaranteeing its delivery to
the bidder of the total quantity and product model being offered by the
bidder to the end-user.

b. Detailed brochure or technical data sheet of the product model offered.

c. The contractor must have at least two two (2) local technical support
engineers with Fortinet Network Security Expert (NSE) Certifications.

d. The technical support engineers should be local and regular employees

and have been working under the bidder’s organization at least six (6)
months prior to the submission of proposal.

2. All third-party peripherals of the product model offered should have undergone
testing and verification as to compatibility by the manufacturer.
3. Maintenance Service Agreement Period, Technical Support Availability.

VIIL.

a.
b.

Certified true copy of One (1) Year after sales support

The comprehensive maintenance service agreement shall cover
installation, phone/email /remote support, and unit replacement for one
(1) year.

Maintenance must include license installation/renewal of all firewall
security services, firmware updates, software patches, and driver updates,
minor and major release, if available.

Prospective supplier/service provider shall replace all defective
equipment, connectors, and other accessories with equivalent items of the
same quality and specifications within the warranty period. The
replacement shall be new or shall at least be functionally equivalent to the
item replaced, never inferior of an older model thereof.

The maintenance service agreement period for software shall commence
upon issuance of certificate of acceptance by the Procuring Entity.

The license must support the existing solution and must not reach end-of-
life or end-of-support within the service agreement coverage period.

The prospective supplier/service provider will have an option to upgrade
the existing solution that is equivalent or higher capacity without any
additional cost.

DUTIES AND RESPONSIBILITIES OF WINNING BIDDER

1. Scope of work;
a.
b.

The bidder should send the technical support personnel if needed.

The supply and delivery of in lot 1 x14 FortiGate-100F 24x7 UTP Bundle
Renewal with SSCP bundle Includes: 24x7 FortiCare (Advanced Hardware
Replacement, Firmware and General Updates, 24x7 Comprehensive
Support) plus NGFW (IPS/Application control), AMP/AntiVirus, Web
Filtering, Antispam and FortiSandbox Cloud Services for 12 months
License and in lot 2 1-Year FortiClient VPN/ZTNA Agent Subscriptions
(EMS hosted by FortiCloud) plus FortiGuard Forensics with FortiCare
Premium for 500 endpoints and RH295, and FortiGate-1200D 24x7 UTP
Bundle Renewal or Hardware Upgrades, said licenses shall be at BFAR
Property Division located in Quezon City, Metro Manila.
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VIIL

IX.

BN e

The bidder is required to provide technical assistance to BFAR Network

Security and Administration head for two (2) pax CISSP bundles.

Upon Delivery;

a. The Bidder is responsible to coordinate regional offices in activating 14
regional offices for Lot 1.

b. The Bidder is responsible to coordinate the head of Network Security and
Administration Team in the activation and implementation of Central
Office Firewall Licenses for Lot 1.

c. The Bidder is responsible to send technical personnel to assist FRIMC in
the initial implementation of the endpoint solution for Lot 2.

Conduct of semi-annual Vulnerability Assessment (VA) to be delivered

remotely via VPN and during off business hours for Lot 2:

a. Vulnerability Assessment tool should have the ff. Features:

e Accurate, high-speed asset discovery
e Must be able to scan with credentials and without credentials
e Should be able to scan at least but not limited to the following:
- Network Devices
(firewall /routers/switches/printers/storage)
- Virtualization Servers
- Windows, MAC, Linux, Solaris, BSD,
- Cisco IOS or any managed and unmanaged switches
- Databases (Oracle, SQL Server MySQL)
- Web Servers
e Must be able to detect viruses, malware, backdoors, hosts
communicating with botnet-infected systems
e Mustbe able to do compliance auditing (HIPAA, PCI, SOX)
e Must be able to rank vulnerabilities based on CVE
e Must be able to provide customizable reports to sort by
vulnerability or host
e Must be able to produce an Executive Summary Report
e Must have scan templates
e Must be able to identify at least 50,000 vulnerabilities

DUTIES AND RESPONSIBILITY OF FRIMC Technical Personnel

Assist winning bidder during delivery.

Check and evaluate all the delivery and supply of the winning bidder.

Make a detailed delivery report for the product that will be delivered.

[ssue a Certification of Inspection and Acceptance upon determination by the
FRIMC technical personnel that the delivered equipment and components are
complete, genuine license and will include technical support.

Pay the Contractor in accordance with the condition set in Section VII
(Payment Scheme).

Conduct supplier evaluation and delivery evaluation that will be submitted to
the management.

SCHEDULE OF DELIVERY

Delivery, installation and testing period of fifteen (15) calendar days for
License and Software and forty-five (45) Calendar Days for Peripherals and
Hardware from the receipt of Notice to Proceed (NTP) by the winning bidder.
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PLACE OF DELIVERY
Name: Bureau of Fisheries and Aquatic Resources
Address: BFAR Property Division

PAYMENT SCHEME

Upon completion of the requirements of End-User and issuance of Certificate
of Inspection and Acceptance by the FRIMC that the delivered equipment and
components are complete, usable and in good working condition.

LIQUIDATED DAMAGES

Where the Bidder/Contractor refuses or fails to satisfactorily complete the
work within the specified contract time, plus any time extension duly granted
and is thereby in default under the Contract, the Contractor shall pay BFAR
for Liquidated Damages pursuant to implementing rules and regulations of
R.A.9184.

Submitted by:

ATTY. ANGELICA VILLAFUERTE
Head, FRIMC
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Section VIII. Checklist of Technical and
Financial Documents
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Checklist of Technical and Financial Documents

I. TECHNICAL COMPONENT ENVELOPE

Class “A” Documents

Legal Documents

(a)

(b)

(c)

Valid PhilGEPS Registration Certificate (Platinum Membership) (all
pages) in accordance with Section 8.5.2 of the IRR;

or

Registration certificate from Securities and Exchange Commission (SEC),
Department of Trade and Industry (DTI) for sole proprietorship, or
Cooperative Development Authority (CDA) for cooperatives or its
equivalent document;

and

Mayor’s or Business permit issued by the city or municipality where the
principal place of business of the prospective bidder is located, or the
equivalent document for Exclusive Economic Zones or Areas;

and

(d) Tax clearance per E.O. No. 398, s. 2005, as finally reviewed and
approved by the Bureau of Internal Revenue (BIR);

Technical Documents

(e) Statement of the prospective bidder of all its ongoing government and

private contracts, including contracts awarded but not yet started, if
any, whether similar or not similar in nature and complexity to the
contract to be bid (Attached prescribed format); and

Statement of the bidder’s Single Largest Completed Contract (SLCC)
similar to the contract to be bid, except under conditions provided for in
Sections 23.4.1.3 and 23.4.2.4 of the 2016 revised IRR of RA No. 9184,
within the relevant period as provided in the Bidding Documents
(Attached prescribed format); and

Original copy of Bid Security. If in the form of a Surety Bond, submit also
a certification issued by the Insurance Commission; or

Original copy of Notarized Bid Securing Declaration; and

Conformity with the Technical Specifications/Project Requirements
which include the following:

1. Schedule and place of delivery;

2. Terms of Reference;

3. Certified true copy of one (1) year After Sales Support
certificate;

4. Certified true copy of valid and current
Accreditation/Certificate, Premium/Gold Partnership from the
Product Manufacturer that the bidder is legally authorized to
sell their products;

5. Duly Notarized Certificate that they will provide four (4) hours
response time for technical support;

6. At least two two (2) local technical support engineers with
Fortinet Network Security Expert (NSE) Certifications;

7. Technical support engineers should be local and regular
employees and have been working under the bidder’s
organization at least six (6) months prior to the submission of
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proposal and submit valid certification documents, CV, and
Company L.D;

8. Certification from Fortinet that the company is an Advanced
Partner (minimum) with at least three (3) installed base similar
to the proposed solution;

9. Certification from the Product Manufacturer guaranteeing its
delivery to the bidder of the total quantity and product model
being offered by the bidder to the end-user;

10. Detailed brochure or technical data sheet of the product model
offered;

(i) Original duly signed Omnibus Sworn Statement (OSS); and if
applicable, Original Notarized Secretary’s Certificate in case of a
corporation, partnership, or cooperative; or Original Special Power of
Attorney of all members of the joint venture giving full power and
authority to its officer to sign the OSS and do acts to represent the
Bidder.

Financial Documents

(j)) The prospective bidder’s computation of Net Financial Contracting
Capacity (NFCC); or A committed Line of Credit from a Universal or
Commercial Bank in lieu of its NFCC computation.

Class “B” Documents
(k) If applicable, a duly signed joint venture agreement (JVA) in case the
joint venture is already in existence; or duly notarized statements from
all the potential joint venture partners stating that they will enter into
and abide by the provisions of the JVA in the instance that the bid is
successful.

25 FINANCIAL COMPONENT ENVELOPE

=l

(a) Original of duly signed and accomplished Financial Bid Form; and
(b) Original of duly signed and accomplished Price Schedule(s).

Other documentary requirements under RA No. 9184 (as applicable)

(c) [For foreign bidders claiming by reason of their country’s extension of
reciprocal rights to Filipinos] Certification from the relevant government
office of their country stating that Filipinos are allowed to participate in
government procurement activities for the same item or product.

(d) Certification from the DTI if the Bidder claims preference as a Domestic
Bidder or Domestic Entity.

The following templates are provided for easy reference, attached hereto as Appendix 1,
which may also be accessed through this link:
https://www.gppb.gov.ph /downloadables.php

5.2.1. Bid Form for the Procurement of Goods

5.2.3. Price Schedule for Goods Offered from Abroad

5.2.4. Price Schedule for Goods Offered from Within the Philippines
5.2.5. Bid Securing Declaration
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5.2.6. Contract Agreement Form for the Procurement of Goods Projects;
5.2.8. Omnibus Sworn Statement; and
5.2.9. Performance Securing Declaration.
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Statement of All Ongoing Government & Private Contracts including contracts awarded but not yet started

Business Name
Business Address

0,
a. Name of ) Nature of Bidder’s Role Date Awarded % .Of Value O.f
a. Owner’s Name Accomplishment Outstanding
Contract Work / Date Started
b. Address . Works/
b. Amount of the Kind of o Date of .
c. Telephone Nos. Description | % . Planned | Actual Undelivered
Contract Goods Completion .
Portion
Government
Private
*Continue in separate sheet if necessary Total Cost

Note: (In case of no ongoing contract, the bidder shall submit this duly signed form and indicate “No ongoing contracts” or “None” or “Not Applicable (N/A)” under the
Column for Name of Contract and Project Cost (first column from left)

This statement shall be supported with:

For Government Contract:

1. Notice of award and/or Contract Agreement and/or Notice to Proceed

For Private:

2. Job order or Purchase Order or any corresponding documents reflecting the Project name and project cost.

Submitted by :
(Printed Name and Signature of Authorized Representative)

Designation
Date
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Business Name
Business Address

Statement Identifying the Single Largest Completed Contract

Bidder’s Role

a. Owner’s Name Nature of Work / a. Amount at Award a. Date Awarded
Name of Contract b. Address Kind of Goods b. Amount at b. Contract Effectivity
c. Telephone Nos. Description % Completion c. Date Completed
Government
Private

Note: This statement shall be supported with:

For Government Contract:
1. Notice of award (NOA) and/or Contract Agreement and/or Notice to Proceed (NTP)
2. Certificate of Completion of Delivery (CCDs) issued by the Owner or Certificate of Final Acceptance (CFAs) or duly signed Delivery Receipt (DRs) or Official

receipt or Sales Invoice or duly accomplished Inspection and Acceptance Reports.

For Private:

1. Job order or Purchase Order or Purchase Request
2. Certificate of Completion of Delivery (CCDs) issued by the Owner or Certificate of Final Acceptance (CFAs) or duly signed Delivery Receipt (DRs) or Official
receipt or Sales Invoice

Submitted by

Designation

Date

(Printed Name and Signature of Authorized Representative)
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Important Reminders

The bidders are encouraged to consult this checklist before submitting their Bid Envelopes
on the deadline for the submission and the receipt of Bids. However, this is by no means
exclusive Bidders must still familiarize themselves with other bid requirements not
otherwise included herein such as, but not limited to those in the TOR, Bid Bulletin,
Pertinent GPPB guidelines, rules, etc.

All Bidders must submit their bid envelopes in accordance with the ITB Clause No. 15 and
BFAR-BAC Online Bidding Procedure .

All documents shall be current and updated and any missing document in the above-
mentioned Checklist is a ground for outright rejection of the bid.

All Pages of the documents shall be signed/initialed by the bidder or by his/her authorized
representative.

To facilitate the evaluation of the bids, bidders are advised to follow the arrangement in
the above-mentioned checklist when placed in an envelope, with documents tabbed and
labeled.
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ANNEXES
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BFAR - BAC ONLINE
BIDDING PROCEDURE

ANNEX Ao Bidder’s Kit
ANNEXB.........c.c...... Adding a password to a .PDF file using Adobe Acrobat Reader DC.
ANNEX C...ovvvrveenee Procedure of Accessing the BFAR BAC Online Submission of

Bidding Documents via Google Forms.
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“ANNEX A”

BIDDER'’S KIT FOR BFAR PROCUREMENT GUIDELINES IN ADOPTING

IL.

ELECTRONIC SUBMISSION OF BIDS.

(GPPB Resolution No. 09-2020)

PRE-REGISTRATION & PRE-BID CONFERENCE
Step 1: Register by completing the information required in the Google Form
which can be accessed here: https://forms.gle/9PassK70Cipk8iXD6

Once completed, submit the form to the Secretariat and wait for an
acknowledgement by e-mail.

Step 2: Join the scheduled Pre-Bid Conference by clicking the link provided by
the Secretariat through e-mail using Zoom. Please make sure that you allow
access to the microphone and the camera.

Step 3: Kindly wait for the Secretariat to confirm your entry through Zoom to
participate in the pre-bid conference.

Step 4: See attached file as “Annex A” for the House Rules to be observed during
the conduct of procurement activities.

PREPARATION OF BID (SOFT COPY)
Step 1: Prepare a final scanned copy of your Bid which is divided into two
different PDF files:

1. Eligibility Documents & Technical Documents; and

2. Financial Documents

3.
Step 2: Set a password for the scanned copy of the Eligibility Documents &
Technical Documents and Financial Documents and save as a .PDF file.

Step 3: Compress the file, save the password-protected .PDF file to a ZIP file. Set
another password on the ZIP file.

Important: Passwords must be 8-16 characters and contain both numbers and
letters/special characters. The bidder is required setting a unique combination
for each file and folder. Same passwords for all files are not allowed. For details
on how to set passwords in .PDF file and ZIP file, please see file attached as
“Annex B”.
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III.

IV.

Step 4: For effective documentation of the submitted files, you must comply with
the label format below:
1. Both ZIP folder and .PDF file shall be assigned file name
“BFAR Bid Reference No. (Company Name); Legal &
Technical Documents”
2. Both ZIP folder and .PDF file shall be assigned file name BFAR
Bid Reference No. (Company Name); Financial
Documents”

REGISTRATION FOR ONLINE SUBMISSION
Step 1: Register through Google Form, a link will be provided upon request to
the BAC Secretariat’s e-mail address: bac.eps@bfar.da.gov.ph at any time before

the closing date and time specified in the Bidding Documents by disclosing the
following information:

a) Email Address

b) Company Name

c) Company Address

d) Authorized Representative

e) Contact No.

f) Bid Reference

g) Bid Title

h) Official Receipt (OR) No.

Upon verification of the Official Receipt (OR), the BAC Secretariat will send the
Public Bidding Documents through the given email or shall provide a hard copy
upon request. It may also be downloaded free of charge from the website of the
Philippine Government Electronic Procurement System (PhilGEPS) and the
website of the Procuring Entity, provided that Bidders shall pay the applicable
fee for the Bidding Documents not later than the submission of their bids.

Step 2: The BAC Secretariat will send another Google Form link to the bidder,
who already purchased the bidding documents, through the given email
directing to the “Online Submission of the Bid”

ACCESSING THE GOOGLE FORMS
Step 1: Upon successful login to your email address account. You will now open
the Google Form link sent through BAC Secretariat’s e-mail address given above.

Step 2: Click the FILL OUT FORM button. (See attached “Annex C”)

SUBMISSION OF BID
Step 1: Submit your Bids through Google Form at any time before the closing

date and time specified in the Bidding Documents.

Step 2: Upon preparation and finalization of the compressed and password-
protected files Eligibility & Technical and Financial Documents, a Google Form
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link will direct you to the page where they can now upload the said
requirements. (See attached “Annex C, Figure 10.1”)

Step 3: After submission, a copy of the response will be automatically emailed to
the address provided by you which can be saved or printed, as proof of the
official time of the submission and receipt of bids. (See attached “Annex C, Figure
11.27)

RECEIVING OF THE SUBMITTED BID

The BAC Secretariat will receive the submitted information through Google
Forms and will generate a Bid Receipt page for the official time of submission of
all bidders, which can be saved or printed.

Bidders may modify their Bid at any time before the deadline for the submission
and receipt of bids. Bidders shall send another Bid equally secured, properly
identified, and labelled as a “modification” of the previously submitted. The
time indicated in the latest Bid receipt page generated shall be the official time of
submission. Bids submitted after the deadline shall not be accepted.

The BAC Secretariat will not be able to access the documents until the day of the
Bid Opening.

BID OPENING PROCESS

The BAC, with the assistance of the Secretariat and Technical Working Group
(TWG), shall conduct bid opening via Zoom. Bidders are encouraged to attend
the bid opening online. The passwords for the folders (ZIP) and the files (.PDF)
shall be disclosed by the bidders only during actual bid opening which may be
done via Zoom.

The Secretariat will ask the bidder, who choose to attend via Zoom, the
corresponding password of their Bid during the bid opening itself. The official
representative of the bidder shall respond promptly in the same chat box with
the passwords when prompted. Bidders are given within five (5) minutes to
respond with the passwords. If the bidder does not provide or respond with the
password within five (5) minutes, from prompting, it will result in
disqualification and the BAC shall move on to the next bid, if any.

The bidder shall first disclose the password for the compressed folder (ZIP file)
containing the Eligibility & Technical documents, second disclose the password
for the Eligibility & Technical document (.PDF file). The Secretariat will share the
screen via Zoom during accessing the submitted Bid.

If the bidder passed the Eligibility & Technical requirements, the second
password-protected compressed folder containing the Financial Documents and
the files contained therein shall be opened in the same manner as the password
of the eligibility documents as described above. In no case will a bidder disclose
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the passwords for the financial folder and the files prior to being declared
eligible based on the evaluation of the eligibility documents.

The bidder is given only three (3) attempts to disclose the password per
compressed folder (ZIP) and .PDF file to open the documents. If the bidder fails
to provide the correct password after the third attempt, their Bid will no longer
be considered. The Secretariat shall take and print a screenshot of such inquiries
and responses to form part of the records and all incidents should be recorded in
the minutes.

In the event that the electronic copy cannot be submitted, opened or is
corrupted, the BAC will proceed with the opening of the submitted original hard

copy.

Basic House Rules to be observed during BAC Meetings

1.

Kindly place your microphone on mute when not speaking.

Please raise your hand, and wait to be recognized before you speak (remember
to toggle off mute).

Turn on video for confirmation of your identity.

Meeting will start on time. You are advised to enter the VTC room 30 minutes to
resolve technical issue, if any.

“ANNEX B”

Adding a password to a .PDF file using Adobe Acrobat Reader DC.

One-click option to protect a PDF with a password

1.
2.

Open the PDFfile
Choose File > Protect UsingPassword.
obe Acrocbat Reader DC
dit View Sign Window Help
[ open.. Ctrl+0O

Create PDF




3. Select to set the password for Viewing thePDF.

Protect Using Password

Requires user to enter a password for:
© Viewing

O Editing

Type Password

@ Strong Password

Re-type Password

More Options Apply

4. Type and retype your password. The password strength is displayed next to your
password to indicate whether the chosen password is weak, medium, strong, or
best

5. Click Apply

File Archiving and Compression using WinRaR application

1. Right Click the password protected .PDFfile
2. Select “Add toarchive.”

Open with Adobe Acrobat Reader DC
Open

Print

Share with Skype

Edit with Adobe Acrobat

Combine files in Acrobat...

D eeo

Share
Open with >

= S >

8 Add to archive...
Technical Documents.rar”

m Compress and email...

S Compress to "Eligibility&Technical Documents.rar” and email

Restore previous versions

Send to o

Cut
Copy

Create shortcut
Delete

Rename

Properties
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3. In the Archive name and parameters dialog box, select “Radio buttonZIP” and
click “Set password

98 Archive name and parameters ? X

General Advanced Options Files Backup Time Comment

Archive name Browse... ‘
Eligibility &Technical Documents. zip ~
Default Profile Update mode
Profiles... | Add and replace files v
Archive format Archiving options
(ORAR  (ORAR4 [C]pelete files after archiving
[C]create SFx archive
Compression method Create solid archive
| Normal % Add recovery record
Dictionary size [ test archived files
32KB V Lock archive

Split to volumes, size
| ~|[me > < Set password... )

4. Type your password and Click “OK button.”

Enter password >

Archiving with password

Enter password

I | ~

Show password
Encypt file names

[]ziP legacy encryption

Organize passwords...

OK Cancel Help
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“ANNEX C”

Procedure of Accessing the BFAR BAC Online Submission of
Bidding Documents via Google Forms.

Step 1. BAC Secretariat will send the Invitation link of Registration Form.

Registration form of Bidders Inbox x & o

‘ bfar.bac.eps@gmail.com 1224 PM (0 minutes ag P .

tome ~

Fve invited you to fill out & form:

Registration form of Bidders

Create your own Google Form

. Reply » Forward

Figure 1.1

Step 2. Upon received, click the FILL OUT FORM.

Step 3. Bidder must fill in the following required information

Registration form of Bidders

d photo associated with your Soogle account will be recorded when you ugload
it this form_ Mot @gmail_com? Switch account

Email address =

Your ema

Company MName =

Wour answer

Company Address *

Your answe

Authorized Reoresentative =

Wour answer

Company Contact Mo, ~

Wour answear

Bid Refersnce ~

Wour answer

Eid Titde
........ =
Upload the Scanned Official Receipt (OR) =
2 Aoa File
A copy of your responses will be emailed 1o the address you provided.

Step 4. Click the Add file to upload Scanned Copy of Official Receipt (OR).
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Step 5. After uploading of the Scanned Copy of OR, the bidder shall click the Submit
button to complete the process and BAC Secretariat shall verify the submitted Official
Receipt (OR).

M Gmail

Registration form of Bidders

Googhe Fomes <lms-recepta-naepyGosoge coms Tha, Sep 17, 2020 & 431 PM
T Bgeeal com

Thanks for filling out Registration form of Bidders

Here's whiat we got from you

Registration form of Bidders

Email address *

Company Name *

Ghe

Comgany Contact No

0920756435439

Bid Tittle *

e

Upload the Scanned Official Receipt (OR) *

Submemd fles
B Rogavaton - BFAR BAC PNG

Figure 5.1

Step 6. A copy of the response will be automatically emailed to the address provided
by the bidders.

Step 7. Upon verification of the Official Receipt (OR), the BAC Secretariat shall send
the Public Bidding Documents through the given email or shall provide a hard copy
upon request. It may also be downloaded free of charge from the website of the
Philippine Government Electronic Procurement System (PhilGEPS) and the website
of the Procuring Entity, provided that Bidders shall pay the applicable fee for the
Bidding Documents not later than the submission of their bids.

Step 8. The BAC Secretariat will send another Google Form link to the bidder, who
already purchased the bidding documents, through email directing to the “Online
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Submission of the Bid”.

Online Submission of Bid Documents inbex & .

bfar bac.eps@gmail.com 129280 (2 minter 3g0) Yy

1ome ~

V've invited you to fill out a form:

Online Submission of Bid Documents

i Submission of Bids in accordance with GPPR Resolution 0%
ing)

. ected of Eigility & Technical Documents
b Compressed and password-protected of Fnancial Documents

Saxate your ovn Google Foum

« Reply » Forward

Figure 8.1

Step 9. Upon received, click the FILL OUT FORM.

Step 10. Click the Add file button to upload the compressed and password-protected
files of Eligibility & Technical and Financial Documents

Online Submission of Bid Documents

The Adoption of guidelines for the Electronic Submission of Bids in accordance with GPPB
Resolution 09-2020(Procurement Guideline on Online Bidding)

Upload all the requirements
a. Compressed and password-protected of Eligibility & Technical Documents
b. Compressed and password-protected of Financial Documents

The name and photo associated with your Google account will be recorded when you upload
files and submit this form. Not @gmail.com? Switch account

* Required

Email address *

Your email

*

Eligibility & Technical Documents

A, Add file

Financial Documents *

1, Add file

A copy of your responses will be emailed to the address you provided.

Figure 10.1




Step 11. Click the Submit button to complete the process. A copy of the response
will be automatically emailed to the address provided by the bidder which can be
saved or printed by the bidder, as proof of the official time of the submission and
receipt of bids.

Online Submission of Bid Documents

Your response has been recorded.

This content is neither created nor endorsed by Google. Report Abuse - Terms of Service - Privacy Policy

Google Forms

Figure 11.1

™1 Gmail [

Online Submission of Bid Documents

Geopla FONms <oMms-recs pis-nofeply Poooghe. come Sal, Sep 19, 2020 @1 850 PW
Tex Egmail.com

Thanks for filling out Onling Submission of Bid Documents

Here's whal we got from you:

Online Submission of Bid Documents

The Adopbon of guidelines for She Electronic Submission of Bids in accordance with GPPE
Resdution 09-2020{Procurement Guideline on Online Bidding)
Uplaad all the requirements

a. Compressed and password-protected of Elgibilty & Technical Documenss
b. Gompressed and password-protecied of Financial Documents

Email addiess *

Eygrnail com

Eligibility & Teschnical Documents *
Submitied fies

=] BRAR BID REFERENCE No.h020-1|LIVESTORMG INC. )Bligibiity & Technical
Dogument - BFAR BAC. zip

Financial Documents ~
Submitted fies

8 BFRAR BID REFERENCE No.b0@0-1(LIVESTORMG INC. JFinancial Document - BFAR
BAC Tip

‘Crmate your cwn Google Fom

Figure 11.2
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IMPORTANT REMINDERS DURING BID OPENING PROCESS

1. Bidders are encouraged to attend the bid opening online via Zoom Application.

The passwords for the folders (ZIF) and the files (.PDF) shall be disclosed by the
bidders only during actual bid opening.

2. The official representative of the bidder shall respond promptly in the same
chat box with the passwords when prompted. Bidders are given within five (5)
minutes to respond with the passwords. If the bidder does not provide or respond
with the password within five (5) minutes, the BAC Secretariat shall open the
submitted hard copy of the bidding documents.

3. The bidder shall first disclose the password for the compressed folder (ZIP file)
containing the Eligibility & Technical documents, second disclose the password for

the Eligibility & Technical document (.PDF file). The Secretariat will share the
screen via Zoom during accessing the submitted Bid.

4. If the bidder fails to provide the correct password after the third attempt, the
BAC Secretariat shall open the submitted hard copy of the bidding documents.
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